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LIFARS SUITE OF CYBER RESILIENCY SERVICES
TABLETOP EXERCISES

Review of Incident Response Plan

Tabletop exercises are crucial in determining, whether incident
response (IR) plan is working and whether it contains all elements
necessary for successful IR and incident handling. Before testing
your IR plan by performing tabletop exercises, we recommend
performing a review of the plan to find out any possible weak spots.
In addition, there are legal, contractual, regulatory and normative
requirements for IR plan that may be applicable.

Description

LIFARS will review the following:

e Legal, contractual, regulatory and normative requirements
fulfillment

e Overview, scope, exclusions, objectives
e IR Team roles and responsibilities

¢ Incident notification procedure, escalation procedures and
declaration of disaster

e Incident response procedures and checklists

Prerequisites:
e Existing IR Plan and IR Procedures
Company'’s Role and Responsibilities:

e Provide list of legal, contractual, regulatory and normative
requirements

e Provide Existing IR Plan and IR Procedures

e Implement improvements and test improved IR Plan

Deliverable:

Your IR Plan with proposed changes using Track Changes
Comments addressing potential room for improvement
Comments addressing alternative options to handle a problem
Comments addressing unclear provisions for further discussion

Incident Response Tabletop Exercise

Our Tabletop Exercises are individually tailored to meet the
specific data protection needs of each client. LIFARS experts
identify and interview essential personnel to understand your
company’s distinct capabilities and existing contingency plans,
then use this information to formulate a custom data-breach
scenario based on our real-world experience.

Description
LIFARS will review the following:

Identify exercise target audience and audience groups
Identify potential threat actors and create incident scenarios
Present the scenarios to a target audience and facilitate
discussion on how the COMPANY would handle the scenarios

¢ Provide insights and learning points on the fly and steer the
discussions

o Identify potential gaps

e Follow wup with key
recommendations

takeaways summary and

Prerequisites:

e It is beneficial to have IR Plan and procedures in place
e It is beneficial to review and update existing IR Plan and
procedures before the actual exercise

Company'’s Role and Responsibilities:

e Provide list of key personnel, including response team,
executive team, legal team, forensics company, PR

e Provide IR Plan and Procedures
Actively engage during the exercise

Deliverable:

e Exercise scenarios
e Moderated tabletop exercise
e Key takeaways, recommendations and lessons learnt
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ABOUT LIFARS

LIFARS is a global leader in Incident Response, Digital
Forensics, Ransomware Mitigation and Cyber Resiliency
Services. LIFARS investigates hundreds of incidents each
year. LIFARS’ reputation is known around the globe. We are
often called upon for our expertise by intelligence agencies
(FBI, Homeland Security, Secret Service, and Interpol). Our
staff performs with military style speed, precision, and
expertise. Results matter, and your reputation is as valued as
ours.

The LIFARS New York Laboratory is an industry pioneer in
developing methodologies to identify indicators of
compromise and threat actors (including those backed by
nation states). LIFARS has investigated and responded to all
types of cyber threats from intellectual property theft,
extortion, hacking of celebrity social media accounts, money
transfer, as well as serious breach attacks and sabotage from
nation states.

LIFARS services are geographically unrestricted via offices in
North America, Europe, and Asia.

OUR HISTORY

LIFARS was founded in 2012 by Ondrej Krehel. Mr. Krehel
developed the LIFARS proprietary forensics methodology
over a span of 20 years, while leading and working on high-
profile cybersecurity engagements around the world. Our
forensics’ experts have experience which derives directly and
indirectly from working with US Intelligence Agencies,
Interpol, Europol, and NATO. We have remediated several
complex high-profile cases that have stirred intense media
attention. Our strategy of proactive and reactive engagement
often requires cooperation within the intelligence community
including, the FBI, CIA, and NSA. Today, LIFARS is proud to
be known as a leader in Digital Forensics and Cyber
Resiliency Services.

CERTIFICATIONS

GXPN | GCFA | GCFE | OSCE | OSCP | ACE | OSWP | CCNP |
CCDP | CCFR | CCFP | CCFA | CCNA | CEH | CEI | CISA | CISM |
CISSP | EnCE | GWAPT | KLCP | PMP | SCIP | CompTIA
Security+ | CIPP | CRISC | PCIP | C/CISO | ITIL | CGEIT | CRTP
| GCIA | CHFI | IACRB | TF-CSIRT

Speed

Time is money. LIFARS gets you back
up running swiftly and securely.
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Precision

LIFARS collects evidence for prosecution
where others have failed.
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Expertise

LIFARS has elite knowledge and insight
called upon by intelligence and law
enforcement agencies.

Contact LIFARS to Learn More

| 212.222.7061 | info@lifars.com




